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SATURDAY 30" May 2020

Amtrak resets user passwords after Guest Rewards data breach
https://www.bleepingcomputer.com/news/security/amtrak-resets-user-passwords-after-quest-rewards-data-breach/
'Scorching-hot hacked computer burned my hand'

https://www.bbc.co.uk/news/technology-

52834378%intlink _from_url=https://www.bbc.co.uk/news/topics/cz4pr2gd85qt/cyber-security&link location=live-reporting-
story

Judge demands Capital One release Mandiant cyberforensic report on data breach
https://www.zdnet.com/article/judge-demands-capital-one-releases-mandiant-cyberforensic-report-on-data-
breach/?&web view=true

Himera and AbSent-Loader Leverage Covid19 lures
https://securityaffairs.co/wordpress/104015/malware/himera-absent-loader-covid19-lures.html?&web view=true
Emirates airlines warns against phishing email attacks
https://qulfnews.com/uae/emirates-airlines-warns-against-phishing-email-attacks-1.71754375?&web_view=true
U.S. state regulators' annual report cites uptick in cybersecurity failures
https://www.reuters.com/article/be-finreg-cybersecurity-failures-uptick-idUSKBN2351297?&web_view=true

How GitHub untangled itself from an 'Octopus’ malware that infected 26 projects
https://www.cyberscoop.com/github-octopus-malware-supply-chain/?category news=technology&web_view=true
This new Trickbot malware update makes it even harder to detect
https://www.zdnet.com/article/this-new-trickbot-malware-update-makes-it-even-harder-to-detect/?&web _view=true
Bank of America data breach — was your info exposed?
https://www.komando.com/security-privacy/huge-bank-of-america-data-breach/740447/

We hack Facebook: State-sponsored cybercrime in Bangladesh
https://netra.news/2020/we-hack-facebook-state-sponsored-cybercrime-in-bangladesh-1137

Top UN official warns cyber crime on rise in pandemic
https://www.boston.com/news/politics/2020/05/23/top-un-official-warns-cyber-crime-on-rise-in-pandemic

NHS contact tracing undermined by hackers sending fraudulent warnings to public
https://www.telegraph.co.uk/news/2020/05/30/nhs-contact-tracing-undermined-hackers-sending-fraudulent-warnings/
Businesses Urged To Remain Vigilant To Mandate Fraud
https://www.swanningtonparishcouncil.org.uk/news/2020/05/businesses-urged-to-remain-vigilant-to-mandate-fraud
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Himera and AbSent-Loader Leverage Covid19 lures
https://securityaffairs.co/wordpress/104015/malware/himera-absent-loader-covid19-lures.html
A new COVID-19-themed campaign targets Italian users
https://securityaffairs.co/wordpress/104053/cyber-crime/covid-19-themed-campaign-italy.htmi
ICT solutions provider NTT Com discloses security breach
https://securityaffairs.co/wordpress/category/data-breach

SUNDAY 31st May 2020

Office 365 to give detailed info on malicious email attachments
https://www.bleepingcomputer.com/news/security/office-365-to-give-detailed-info-on-malicious-email-attachments/
Hacktivist Group Anonymous Suspected of Taking Down Minneapolis Police Department Website
https://variety.com/2020/digital/news/anonymous-hackers-minneapolis-police-department-website-george-floyd-
1234621332/?&web_view=true

Hacker leaks database of dark web hosting provider
https://www.zdnet.com/article/hacker-leaks-database-of-dark-web-hosting-provider/?&web view=true

Apple Pays Hacker $100,000 For ‘Sign In With Apple’ Security Shocker
https://www.forbes.com/sites/daveywinder/2020/05/31/apple-pays-hacker-100000-for-sign-in-with-apple-security-
shocker/#28a2ab1077997&web view=true

Australia's cybersecurity problem - The Australian
https://www.google.com/url?sa=t&rct=j&g=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwjfg97Mgu7pAhV
uZxUIHcZfCosQFjAAegQIBBAB&url=https%3A%2F %2F www.theaustralian.com.au%2Fbusiness%2Ftechnology%2F aus
tralias-cybersecurity-problem%2F news-
story%2F4e8617b075f175b5fc27df35d606c4c0&usg=A0vVaw0UHJtJnsE6EXMLN9yc5rtFX

Australia: Viruses about! Cyber-security update for lenders
https://www.mondaq.com/australia/fin-tech/944488/viruses-about-cyber-security-update-for-lenders

Wage Subsidy fraud goes beyond New Zealand borders
http://www.indiannewslink.co.nz/wage-subsidy-fraud-goes-beyond-new-zealand-borders/

Cyber-attackers targeting UK independent schools
https://edtechnology.co.uk/latest-news/cyber-attackers-targeting-uk-independent-schools/

MONDAY 15t June 2020

Ransomware locks down the Nipissing First Nation
https://www.bleepingcomputer.com/news/security/ransomware-locks-down-the-nipissing-first-nation/

"Sign in with Apple" vulnerability earns researcher $100,000
https://www.bleepingcomputer.com/news/apple/sign-in-with-apple-vulnerability-earns-researcher-100-000/

Joomla data breach leaks 2,700 user records via exposed backups
https://www.bleepingcomputer.com/news/security/joomla-data-breach-leaks-2-700-user-records-via-exposed-backups/
Over 460 million records exposed in-breach incidents reported in May
https://www.bleepingcomputer.com/news/security/over-460-million-records-exposed-in-breach-incidents-reported-in-may/
The return of the Anonymous hacker collective

https://www.bbc.co.uk/news/technology-

528790007%intlink. from_url=https://www.bbec.co.uk/news/topics/cz4pr2gd85qt/cyber-security&link location=live-reporting-
story

Hackers in £800K ransom note to PPE firm

https://www.bbc.co.uk/news/uk-england-kent-

52880218?intlink from url=https://www.bbc.co.uk/news/topics/cz4pr2gd85qt/cyber-security&link location=live-reporting-
story

How COVID-19 is accelerating the need for digital B2B payments
https://www.businessinsider.com/sc/covid-19-accelerates-need-for-digital-b2b-payments-2020-6?r=US&IR=T
Fraudsters Exploit COVID-19 To Scam $5.6m From Victims
https://www.forbes.com/sites/soorajshah/2020/05/31/fraudsters-exploit-covid-19-to-scam-56m-from-victims/?&web
Beware this DStv Premium upgrade scam in South Africa
https://mybroadband.co.za/news/broadcasting/35427 3-beware-this-dstv-premium-upgrade-scam-in-south-
africa.html|?&web_view=true

Cyberattacks Runs Rampant in the Education Sector
https://cyware.com/news/cyberattacks-runs-rampant-in-the-education-sector-27c73a52

Hackers Steal SQL Databases From Several Online Shops, Demand Bitcoin in Return
https://cyware.com/news/hackers-steal-sqgl-databases-from-several-online-shops-demand-bitcoin-in-return-9effa3as
Berserk Bear APT Penetrates German Infrastructure via Supply Chain Attacks
https://cyware.com/news/berserk-bear-apt-penetrates-german-infrastructure-via-supply-chain-attacks-f790a4d5
Decoding the Defacement Wave

https://cyware.com/news/decoding-the-defacement-wave-2769e57e
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SaltStack Vulnerabilities Continue to Wreak Havoc on Enterprises Like Cisco
https://cyware.com/news/saltstack-vulnerabilities-continue-to-wreak-havoc-on-enterprises-like-cisco-770df9a7

Iran cyberattack on Israel tried to increase chlorine in water - report
https://www.jpost.com/israel-news/iran-cyberattack-on-israel-tried-to-increase-chlorine-in-water-report-
629910?&web_view=true

Multi-Stage Variant of Valak Malware Targets Enterprise Data
https://cyware.com/news/multi-stage-variant-of-valak-malware-targets-enterprise-data-6c5e3936

New Octopus Scanner Malware Poisoning NetBeans Projects on Github
https://cyware.com/news/new-octopus-scanner-malware-poisoning-netbeans-projects-on-github-afabc48a
Form-Based Phishing Attacks: All You Need to Know
https://cyware.com/news/form-based-phishing-attacks-all-you-need-to-know-ad146e1a

Financial Services Sector Witnessing Increased Attacks
https://cyware.com/news/financial-services-sector-witnessing-increased-attacks-4a373b27

Amtrak Discloses Security Incident Involving Guest Reward Accounts
https://www.securityweek.com/amtrak-discloses-security-incident-involving-guést-reward-accounts?&web _view=true
India: Haryana govt's data on families breached
https://ciso.economictimes.indiatimes.com/news/haryana-govts-data-on-families-breached/76129791?&web_view=true
This Bot Hunts Software Bugs for the Pentagon
https://www.wired.com/story/bot-hunts-software-bugs-pentagon/?&web_view=true

Mitron App’s Security Flaw Lets Hackers Access User Accounts In Seconds: Report
https://in.mashable.com/tech/144 19/mitron-apps-security-flaw-lets-hackers-access-user-accounts-in-seconds-
report?&web_view=true

Steganography Anchors Pinpoint Attacks on Industrial Targets
https://threatpost.com/steganography-pinpoint-attacks-industrial-targets/156151/?&web _view=true

Defence against cybercrime in the conveyancing industry
https://www.youtube.com/watch?v=ghEdkLcOWPU

Check your super balance. Australians scammed out of thousands via the coronavirus early release
scheme
https://www.abc.net.au/news/2020-06-01/scammers-stealing-thousands-through-coronavirus-super-scheme/12301010
Avast: The number of ransomware attacks in Australia has increased by 10% during the COVID-19
pandemic
https://prwire.com.au/pr/89965/avast-the-number-of-ransomware-attacks-in-australia-has-increased-by-10-during-the-
covid-19-pandemic

Australia to refund $720m in Centrelink ‘debts’ calculated by unlawful algorithm
https://tech.newstatesman.com/public-sector/australia-to-refund-centrelink-debts

Payment App Data Breach Exposes Millions of Indians' Data
https://www.infosecurity-magazine.com/news/indian-payment-app-bhim-data-breach/

Joomla team discloses data breach

https://www.zdnet.com/article/joomla-team-discloses-data-breach/

Mitigating and investigating cryptocurrency and digital asset fraud in the Asia-Pacific region: some
key considerations
https://www.reedsmith.com/en/perspectives/2020/06/mitigating-and-investigating-cryptocurrency-and-digital-asset-fraud
Insurance fraudsters accused of targeting NHS staff with online scam
https://www.halifaxcourier.co.uk/lifestyle/cars/insurance-fraudsters-accused-targeting-nhs-staff-online-scam-2870635
Brokers warned after FCA survey scam revealed
https://www.insurancetimes.co.uk/news/brokers-warned-after-fca-survey-scam-revealed/1433521.article

New DVLA vehicle tax refund scam discovered - motorists urged to ‘report’ immediately
https://www.express.co.uk/life-style/cars/1289867/new-dvla-scam-message-car-tax-report-police-fraud
HUMAN-RIGHTS GROUPS ASK POLICE TO HUNT HACKERS ATTACKING HOSPITALS
https://h-isac.org/h-isac-chief-security-officer-quote-in-wall-street-journal/

TUESDAY 2" June 2020

Critical Exim bugs being patched but many servers still at risk
https://www.bleepingcomputer.com/news/security/critical-exim-bugs-being-patched-but-many-servers-still-at-risk/
Data Breach in an Indian E-Governance Website Leaks Data of 7.26 Million Users
https://cyware.com/news/data-breach-in-an-indian-e-governance-website-leaks-data-of-726-million-users-54a99a3d
Industry experts warn of new Covid-19 scams including NHS Test & Trace scheme exploit
https://www.scmagazineuk.com/industry-experts-warn-new-covid-19-scams-including-nhs-test-trace-scheme-
exploit/article/16848347?&web view=true

Vulnerability Spotlight: VMware Workstation 15 denial-of-service vulnerability
https://blog.talosintelligence.com/2020/06/vulnerability-spotlight-vmware.html?&web_view=true

Police Disruption Erodes Trust on Dark Web
https://www.infosecurity-magazine.com/news/police-efforts-help-to-erode-trust/?&web_view=true
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What the COVID-19 pandemic teaches us about cybersecurity — and how to prepare for the inevitable global
cyberattack
https://www.weforum.org/agenda/2020/06/covid-19-pandemic-teaches-us-about-cybersecurity-cyberattack-cyber-
pandemic-risk-virus/?&web _view=true

After a breach, users rarely change their passwords, study finds
https://www.zdnet.com/article/after-a-breach-users-rarely-change-their-passwords-study-finds/?&web_view=true
Hackers in £800K Bitcoin ransom note to Kent PPE firm
https://www.bbc.co.uk/news/uk-england-kent-52880218?intlink_from_url=&link location=live-reporting-

story&web view=true

After a spate of device hacks, Google beefs up Nest security protections
https://techcrunch.com/2020/06/01/google-nest-advanced-protection/?&web view=true

Kubernetes Bug Leaves Default Clusters Vulnerable to Man-in-the-Middle Attacks
https://www.cbronline.com/news/kubernetes-bug?&web view=true

Coronavirus campaigns lead to surge in malware threats, Labs report finds
https://blog.malwarebytes.com/reports/2020/06/coronavirus-campaigns-lead-to-surge-in-malware-threats-labs-report-
finds/?&web_view=true

North Korea denies US hacking accusations
https://www.cyberscoop.com/north-korea-issues-blanket-denial-us-hacking-

accusations/?category news=financial&web view=true

'Anonymous' Is Going Viral Again, But Is It Really Back?
https://www.vice.com/en_ca/article/wxg5mm/anonymous-minneapolis-george-floyd-protests?&web_view=true
Sodinokibi ransomware operators leak files stolen from Elexon electrical middleman
https://securityaffairs.co/wordpress/104149/cyber-crime/sodinokibi-published-elexon-files.html?&web _view=true
Over 460 million records exposed in breach incidents reported in May
https://www.bleepingcomputer.com/news/security/over-460-million-records-exposed-in-breach-incidents-reported-in-
may/?&web_view=true

What Enterprises Can Expect Following the Cyberspace Solarium Commission Report
https://securityintelligence.com/articles/what-enterprises-can-expect-following-the-cyberspace-solarium-commission-
report?&web_view=true

New Technique Improves Effectiveness of Timing Channel Attacks
https://www.securityweek.com/new-technique-improves-effectiveness-timing-channel-attacks?&web_view=true
8Belts exposes personal data of 100,000 e-learners globally
https://www.hackread.com/8belts-exposes-data-of-100000-e-learners/?&web_view=true

Corporate fraud on the rise as ASX 200's bend focus to covid-19
https://www.consultancy.com.au/news/2182/corporate-fraud-on-the-rise-as-asx-200s-bend-focus-to-covid-19

REvil ransomware gang launches auction site to sell stolen data
https://www.zdnet.com/article/revil-ransomware-gang-launches-auction-site-to-sell-stolen-data/

Fraud Insights: First compensation order made against disqualified director
https://www.mishcon.com/news/fraud-insights-first-compensation-order-made-against-disqualified-director

3 ARRESTED IN HUNGARY IN €1.4 MILLION VAT FRAUD INVESTIGATION
https://www.europol.europa.eu/newsroom/news/3-arrested-in-hungary-in-€14-million-vat-fraud-investigation

Brexit will complicate tackling fraud across Europe — but maybe civil remedies hold the key
https://www.euronews.com/2020/02/05/brexit-will-complicate-tackling-fraud-across-europe-but-maybe-civil-remedies-
hold-view

Denmark Arrests Six People Suspected of Tax Fraud, Money Laundering
https://www.nytimes.com/reuters/2020/06/03/world/europe/03reuters-denmark-fraud.html

US federal agencies report 28,581 security incidents across nine attack vector categories in 2019
https://www.computing.co.uk/news/4015919/us-federal-agencies-report-581-security-incidents-attack-vector-categories-
2019

European Parliament members become the target in major data breach
https://www.izoologic.com/2020/06/02/european-parliament-members-become-the-target-in-major-data-breach/
Ransomware attack causes system outage at telecom firm
https://www.businessinsurance.com/article/20200602/STORY/912334893/Ransomware-attack-causes-system-outage-
at-telecom-firm

Despite Growing Ransomware Risk, Insurance Oversight Catches Some Firms Off Guard
https://www.law.com/legaltechnews/2020/06/02/despite-growing-ransomware-risk-insurance-oversight-catches-some-
firms-off-quard/

Trends to look out for in the evolving cyber risk landscape
https://www.insurancebusinessmag.com/us/news/cyber/trends-to-look-out-for-in-the-evolving-cyber-risk-landscape-
224009.aspx

BUSINESS EMAIL COMPROMISE (BEC): DRIVING THE CYBER-CRIME PANDEMIC
https://innovation-village.com/business-email-compromise-bec-driving-the-cyber-crime-pandemic/

Combat 5G COVID-19 fake news, urges Europe
https://uk.reuters.com/article/us-eu-telecoms-5g/combat-5g-covid-19-fake-news-urges-europe-idUKKBN2392N8
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e Coronavirus (COVID-19)—insurance customers warned of investment scams
https://www.lexisnexis.co.uk/blog/covid-19/coronavirus-(covid-19)-insurance-customers-warned-of-investment-scams

e Future MOT Tests May Include Cars To Be Tested For Cyber Security To Prevent Hacks
https://www.informationsecuritybuzz.com/expert-comments/future-mot-tests-may-include-cars-to-be-tested-for-cyber-
security-to-prevent-hacks/

o Work from home survey finds major security lapses as workers share devices, reuse passwords
https://www.scmagazine.com/home/security-news/news-archive/coronavirus/work-from-home-survey-finds-major-
security-lapses-as-workers-share-devices-reuse-passwords/

¢ New cold boot attack affects seven years of LG Android smartphones
https://www.zdnet.com/article/new-cold-boot-attack-affects-seven-years-of-lg-android-smartphones/

WEDNESDAY 3" June 2020

¢ Ransomware gangs team up to form extortion cartel
https://www.bleepingcomputer.com/news/security/ransomware-gangs-team-up-to-form-extortion-cartel/

o Office 365 phishing baits remote workers with fake VPN configs
https://www.bleepingcomputer.com/news/security/office-365-phishing-baits-remote-workers-with-fake-vpn-configs/

e Google in $5bn lawsuit for tracking in 'private' mode
https://www.bbc.co.uk/news/business-
528873407%intlink_from_url=https://www.bbc.co.uk/news/topics/cz4pr2gd85qt/cyber-security&link location=live-reporting-
story

e Is your boss spying on you as you work from home?
https://www.bbc.co.uk/news/av/technology-52833547/is-your-boss-spying-on-you-as-you-work-from-home

e Coronavirus: France's virus-tracing app 'off to'a good start’
https://www.bbc.co.uk/news/technology-52905448

o George Floyd death: Anti-racism sites hit by wave of cyber-attacks
https://www.bbc.co.uk/news/technology-52912881

e Google takes down app that removes Chinese software
https://www.bbc.co.uk/news/technology-52903672

e Android Accessibility Services Vulnerable to Android Malware Defensor ID
https://cyware.com/news/android-accessibility-services-vulnerable-to-android-malware-defensor-id-3b0673c9

e Cybercriminals Impersonating Google to Target Remote Workers
https://cyware.com/news/cybercriminals-impersonating-google-to-target-remote-workers-328b6018

o Beware, Microsoft Office 365 Phishing Scams Hitting Your Inboxes Are on the Rise
https://cyware.com/news/beware-microsoft-office-365-phishing-scams-hitting-your-inboxes-are-on-the-rise-2c75a237

o Data Breach Lawstuit Filed Against Pediatric Care Provider
https://www.govinfosecurity.com/data-breach-lawsuit-filed-against-pediatric-care-provider-a-14372?&web_view=true

e Minneapolis Police Department Hack Likely Fake, Says Researcher
https://threatpost.com/anonymous-hack-minneapolis-police-department-fake/156171/?&web_view=true

+ REvil ransomware gang launches auction site to sell stolen data
https://www.zdnet.com/article/revil-ransomware-gang-launches-auction-site-to-sell-stolen-data/?&web_view=true

o Trickbot Using BazarBackdoor to Gain Full Access to Targeted Networks
https://securityintelligence.com/news/trickbot-using-bazarbackdoor-to-gain-full-access-to-targeted-
networks/?&web_view=true

e Mobile Phishing Attacks Increase Sharply
https://www.darkreading.com/mobile/mobile-phishing-attacks-increase-sharply/d/d-id/1337982?&web_view=true

e Hackers use Github bot to steal $1,200 in ETH within 100 seconds
https://www.hackread.com/hackers-use-github-bot-steal-eth-in-seconds/?web_view=true

o Ransomware gang says it breached one of NASA's IT contractors
https://www.zdnet.com/article/ransomware-gang-says-it-breached-one-of-nasas-it-contractors/?&web_view=true

¢ New cold boot attack affects seven years of LG Android smartphones
https://www.zdnet.com/article/new-cold-boot-attack-affects-seven-years-of-lg-android-smartphones/?&web_view=true

¢ Professional Hackers Join Spoofing Attacks Amid COVID-19 Epidemic
https://cyware.com/news/professional-hackers-join-spoofing-attacks-amid-covid-19-epidemic-0931a718

o Newly Patched SAP ASE Flaws Could Let Attackers Hack Database Servers
https://thehackernews.com/2020/06/newly-patched-sap-ase-flaws-could-let.htm|?&web view=true

¢ Russia-linked APT exploited at least 3 Exim flaws in recent attacks
https://securityaffairs.co/wordpress/104209/hacking/russia-apt-exim-flaws.html?&web_view=true

e Over 100,000 national IDs of Indians put on dark net for sale
https://ciso.economictimes.indiatimes.com/news/over-1-lakh-national-ids-of-indians-put-on-dark-net-for-sale-cyber-
intelligence-firm/76177587?&web_view=true

e YouTube channel access in high demand on hacker forums
https://www.bleepingcomputer.com/news/security/youtube-channel-access-in-high-demand-on-hacker-
forums/?&web_view=true

© PROFiT 2020 CoviD-19 OPEN SOURCE DATA



Hospitals 'overwhelmed' by cyberattacks fuelled by booming black market
https://ca.news.yahoo.com/hospitals-overwhelmed-cyberattacks-fuelled-booming-090000963.htmI?&web_view=true
Hackers Break Into Coincheck Cryptocurrency Exchange and Access Customer Emails
https://hotforsecurity.bitdefender.com/blog/coincheck-cryptocurrency-exchange-targeted-by-hackers-customer-emails-
exposed-23439.html?&web_view=true

Attackers Targeting Industrial Organizations with Steganographic Techniques
https://cyware.com/news/attackers-targeting-industrial-organizations-with-steganographic-techniques-1410e7a8
The “return” of fraudulent wire transfers
https://www.helpnetsecurity.com/2020/06/03/fraudulent-wire-transfers/?&web view=true

AUCloud brings Object Lock-based ransomware protection to Australia
https://www.zdnet.com/article/aucloud-brings-object-lock-based-ransomware-protection-to-australia/

U.S. defence contractor lost sensitive data to Maze ransomware attack
https://www.teiss.co.uk/westech-international-ransomware-attack/

Rise of connected cars prompting increased concerns over cyber attacks
https://www.autotorqgue.news/latest-news/industry-buzz/rise-of-connected-cars-prompting-increased-concerns-over-
cyber-attacks/

Aston Martin CIO - WannaCry pushed us into a cyber security refresh
https://diginomica.com/aston-martin-cio-wannacry-pushed-us-cyber-security-refresh

Facebook takes down white nationalist and fake antifa accounts
https://uk.reuters.com/article/us-minneapolis-police-protests-facebook/facebook-takes-down-white-nationalist-and-fake-
antifa-accounts-idUKKBN23A06J

Identity Theft, Fraud Exploding in 2020
https://securityboulevard.com/2020/06/identity-theft-fraud-exploding-in-2020/

How covid-19 became a fertile ground for cyber criminals
https://www.livemint.com/mint-lounge/features/how-covid-19-became-a-fertile-ground-for-cyber-criminals-
11591099416628.html

THURSDAY 4" May 2020

Social media firms fail to act on Covid-19 fake news

https://www.bbc.co.uk/news/technology-52903680

Google Faces $5B Lawsuit for Tracking Users in Incognito Mode
https://www.darkreading.com/endpoint/google-faces-$5b-lawsuit-for-tracking-users-in-incognito-mode/d/d-
id/1337997?&web_view=true

Large-scale attack tries to steal configuration files from WordPress sites
https://www.zdnet.com/article/large-scale-attack-tries-to-steal-configuration-files-from-wordpress-sites/?&web _view=true
Two Critical Flaws in Zoom Could've Let Attackers Hack Systems via Chat
https://thehackernews.com/2020/06/zoom-video-software-hacking.html?&web view=true

Firefox 77.0.1 released to prevent DDoSing DoH DNS providers
https://www.bleepingcomputer.com/news/security/firefox-7701-released-to-prevent-ddosing-doh-dns-
providers/?&web view=true

Excel 4.0 Macro Functionality Incorporated Into Ursnif Delivery Campaigns
https://securityintelligence.com/news/excel-4-0-macro-functionality-incorporated-into-ursnif-delivery-
campaigns/?&web . view=true

Mozilla just patched three hijack-me holes and a bunch of other flaws
https://www.theregister.co.uk/2020/06/04/firefox_77 security fixes/?&web view=true

Cybercriminals exposed 5 billion records in 2019, costing U.S. organizations over $1.2 trillion
https://www.helpnetsecurity.com/2020/06/04/cybercriminals-exposed-5-billion-records-in-2019/?&web _view=true
San Francisco retirement program SFERS suffers data breach
https://www.bleepingcomputer.com/news/security/san-francisco-retirement-program-sfers-suffers-data-
breach/?&web _view=true

Office 365 phishing baits remote workers with fake VPN configs
https://www.bleepingcomputer.com/news/security/office-365-phishing-baits-remote-workers-with-fake-vpn-
configs/?&web_view=true

RATs 101: The Grimy Trojans That Scurry Through Remote Access Pipes
https://www.darkreading.com/edge/theedge/rats-101-the-grimy-trojans-that-scurry-through-remote-access-pipes/b/d-
id/1337996?&web_view=true

Kaspersky IDs Sophisticated New Malware Targeted at Air-Gapped Systems
https://www.darkreading.com/attacks-breaches/kaspersky-ids-sophisticated-new-malware-targeted-at-air-gapped-
systems/d/d-id/1337998?&web view=true

Europe nears tipping point on Russian hacking
https://www.politico.com/news/2020/06/03/europe-russian-hackers-sanctions-300124?&web view=true
Netwalker ransomware continues assault on US colleges, hits UCSF
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https://www.bleepingcomputer.com/news/security/netwalker-ransomware-continues-assault-on-us-colleges-hits-
ucsf/?&web view=true

Evolution of Excel 4.0 Macro Weaponization
https://www.lastline.com/labsblog/evolution-of-excel-4-0-macro-weaponization/?&web_view=true

Data suggests unprecedented interest in hacking and cybercrime during pandemic
https://cybernews.com/security/data-suggests-unprecedented-interest-in-cybercrime-during-pandemic/?&web_view=true
Top DHS official says to expect 'every intelligence service' to target COVID-19 research
https://thehill.com/policy/cybersecurity/500999-top-dhs-official-says-to-expect-every-intelligence-service-to-
target?&web _view=true

New ransomware trends: Auctioning stolen files, adversaries joining forces
https://www.scmagazine.com/home/security-news/ransomware/new-ransomware-trends-spotted-auctioning-stolen-files-
cybergangs-joining-forces/?&web_view=true

Denial of service attacks against advocacy groups skyrocket by 1,000%
https://www.cyberscoop.com/ddos-advocacy-groups-skyrocket-cloudflare/?&web view=true

Many Exchange Servers Are Still Vulnerable to Remote Exploit
https://www.darkreading.com/attacks-breaches/many-exchange-servers-are-still-vulnerable-to-remote-exploit/d/d-
id/13379867?&web_view=true

Hackers steal data from nuclear missile contractor
https://www.scmagazineuk.com/hackers-steal-data-nuclear-missile-contractor/article/1685211?&web _view=true
Creeps give away money to harass recipients with abusive transaction descriptions on bank
statements

https://www.theregister.co.uk/2020/06/04/commonwealth _bank bans indecent transaction. descriptions/?&web_view=tr
ue

Cyber-Attack Hits US Nuclear Missile Sub-Contractor
https://www.infosecurity-magazine.com/news/cyberattack-on-us-nuclear-missile/?&web view=true

Fraudulent iOS VPN Apps Attempt to Scam Users
https://www.infosecurity-magazine.com/news/fraudulent-vpn-apps-scam/?&web_view=true

UK Armed Forces Cyber Regiment launched to protect frontline operations
https://www.scmagazineuk.com/uk-armed-forces-cyber-regiment-launched-protect-frontline-
operations/article/1685251?&web_view=true

Coronavirus update: not the type of CV you’re looking for
https://blog.checkpoint.com/2020/06/04/coronavirus-update-not-the-type-of-cv-youre-looking-for/?&web_view=true
Australia’s Healthcare Sector May Be Under Reporting Pll Data Breaches: ForgeRock MD
https://which-50.com/australias-healthcare-sector-may-be-under-reporting-pii-data-breaches-forgerock-md/

2020 On Track To Hit Data Breach Record

https://data-economy.com/2020-on-track-to-hit-data-breach-record/

Data breach exposes Bigfooty.com records - lapp
https://iapp.org/news/a/data-breach-exposes-bigfooty-com-records/

[HEADS UP] More Australian Companies Hit By Mespinoza/Pysa Ransomware
https://blog.knowbe4.com/heads-up-australian-companies-hit-by-mespinoza/pysa-ransomware

Cybercriminals are now targeting critical electricity infrastructure
https://theconversation.com/cybercriminals-are-now-targeting-critical-electricity-infrastructure-139725

Investigation into data theft from KiwiSaver provider grinds to halt
https://www.rnz.co.nz/news/business/418256/investigation-into-data-theft-from-kiwisaver-provider-grinds-to-halt

Rs 60 lakh is the cost to recover data after ransomware attack: Report
https://www.indiatvnews.com/technology/news-ransomware-attack-cost-companies-in-lakhs-see-what-it-means-623424
Chinese Hackers Target Air-Gapped Systems With Custom USB Malware
https://www.securityweek.com/chinese-hackers-target-air-gapped-systems-custom-usb-malware

How digital fingerprints can help prevent food fraud and supply chain disruptions beyond Covid-19
https://www.foodnavigator-asia.com/Article/2020/06/04/WWAT CH-How-digital-fingerprints-can-help-prevent-food-fraud-
and-supply-chain-disruptions-beyond-Covid-19

Lookers to cut 1,500 jobs amid virus crisis and fraud inquiry
https://europe.autonews.com/retail/lookers-cut-1500-jobs-amid-virus-crisis-and-fraud-inquiry

Tycoon ransomware poses new threat to education, IT organizations
https://portswigger.net/daily-swig/tycoon-ransomware-poses-new-threat-to-education-it-organizations

Data Privacy Concerns for Latin American Businesses During COVID-19
https://www.ropesgray.com/en/newsroom/alerts/2020/06/Data-Privacy-Concerns-for-Latin-American-Businesses-During-
CoOVID-19

Health care ransomware attacks flat amid pandemic: Report
https://www.businessinsurance.com/article/20200604/NEWS06/912334952/Health-care-ransomware-attacks-flat-amid-
pandemic-Report-Corvus-Insurance-Holdi

The Morrisons Data Breach Case — a Private Prosecution Perspective
https://www.dwf.law/en/Legal-Insights/2020/June/The-Morrisons-Data-Breach-Case-a-Private-Prosecution-Perspective
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Bruteforce malware probes login for popular web platforms
https://www.bleepingcomputer.com/news/security/bruteforce-malware-probes-login-for-popular-web-platforms/
USBCulprit malware targets air-gapped systems to steal govt info
https://www.bleepingcomputer.com/news/security/usbculprit-malware-targets-air-gapped-systems-to-steal-govt-info/
UKs newest blue chip sees long convid boost for cybersecurity
https://www.bloomberg.com/news/articles/2020-06-04/u-k-s-newest-blue-chip-sees-long-covid-boost-for-
cybersecurity?utm_source=google&utm medium=bd&cmpld=google

Fake lockdown fines among scams targeting public
https://www.bbc.co.uk/news/uk-northern-ireland-

52930158?intlink from url=https://www.bbc.co.uk/news/technology&link location=live-reporting-story
Stalkerware: What to do if you're the target
https://www.cnet.com/news/stalkerware-what-to-know-when-youre-the-target/

Malware Campaign Hides in Resumes and Medical Leave Forms
https://www.darkreading.com/vulnerabilities---threats/malware-campaign-hides-in-resumes-and-medical-leave-forms/d/d-
id/1338002

Zoom to offer end-to-end encryption only to paying customers
https://www.helpnetsecurity.com/2020/06/04/zoom-end-to-end-encryption/

Data Breach Litigation Waivers: Be Careful What You Wish For
https://securityboulevard.com/2020/06/data-breach-litigation-waivers-be-careful-what-you-wish-for/

Parents working from home are a higher security risk for critical business systems & data
https://www.scmagazineuk.com/parents-working-home-higher-security-risk-critical-business-systems-
data/article/1685120

FRIDAY 5" May 2020

Daniel's Hosting Goes Dark - The Dark Web Providers Under Attack
https://cyware.com/news/daniels-hosting-goes-dark-the-dark-web-providers-under-attack-4eb169a9
Warning: Sandworm Team Attacking Exim Email Servers
https://cyware.com/news/warning-sandworm-team-attacking-exim-email-servers-aa5f6d26

Demand for Stolen YouTube Credentials Surges in the Dark Web
https://cyware.com/news/demand-for-stolen-youtube-credentials-surges-in-the-dark-web-1ed7449a
This new ransomware is targeting Windows and Linux PCs with a 'unique’ attack
https://www.zdnet.com/article/this-new-ransomware-is-targeting-windows-and-linux-pcs-with-a-unique-
attack/?&web view=true

Cisco Patches Dozen Vulnerabilities in Industrial Routers
https://www.securityweek.com/cisco-patches-dozen-vulnerabilities-industrial-routers?&web_view=true
Email scammer pleads guilty to defrauding Texas firms out of more than $500,000
https://www.cyberscoop.com/email-scam-texas-losses-fbi/?&web _view=true

Barcode Reader Apps on Google Play Found Using New Ad Fraud Technique
https://blog.trendmicro.com/trendlabs-security-intelligence/barcode-reader-apps-on-google-play-found-using-new-ad-
fraud-technique/?&web_view=true

New LNK attack tied to Higaisa APT discovered
https://blog.malwarebytes.com/threat-analysis/2020/06/higaisa/?&web_view=true

Enterprise mobile phishing increased by 37% in Q1 2020
https://www.helpnetsecurity.com/2020/06/05/enterprise-mobile-phishing-q1-2020/?&web_view=true
Business services giant Conduent hit by Maze Ransomware
https://www.bleepingcomputer.com/news/security/business-services-giant-conduent-hit-by-maze-
ransomware/?&web view=true

NATO Condemns Cyber-Attacks
https://www.infosecurity-magazine.com/news/nato-condemns-cyberattacks/?&web view=true

CPA Canada discloses data breach affecting 329,000 individuals
https://www.bleepingcomputer.com/news/security/cpa-canada-discloses-data-breach-affecting-329-000-
individuals/?&web view=true

Facebook to save US users from ads bought by foreign state-controlled media
https://www.theregister.co.uk/2020/06/05/facebook state _owned media_block/?&web_view=true
Trump and Biden campaigns were targeted by foreign hackers, Google says
https://www.nbcnews.com/tech/security/trump-biden-campaigns-were-targeted-foreign-hackers-google-says-
n1225096?&web_view=true

Understanding cyber threats to APls
https://www.helpnetsecurity.com/2020/06/05/api-security-threats/?&web_view=true

Have | Been Pwned breach report email pwned entire firm's helpdesk ticket system
https://www.theregister.co.uk/2020/06/04/hibp_pwned helpdesk_ticket system glpi/?&web_view=true
Understanding the Payload-Less Email Attacks Evading Your Security Team
https://threatpost.com/understanding-payload-less-email-attacks/156299/?&web_view=true
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City of Austin websites go down, hackers take credit in protest
https://www.kxan.com/news/local/austin/city-of-austin-websites-down-hackers-anonymous-taking-
credit/?&web_view=true

Ongoing eChOraix ransomware campaign targets QNAP NAS devices
https://www.bleepingcomputer.com/news/security/ongoing-echOraix-ransomware-campaign-targets-qnap-nas-
devices/?&web_view=true

100,000 company inboxes hit with voice message phishing
https://www.bleepingcomputer.com/news/security/100-000-company-inboxes-hit-with-voice-message-
phishing/?&web _view=true

Zoom defenders cite legit reasons to not end-to-end encrypt free calls
https://arstechnica.com/information-technology/2020/06/zoom-defenders-say-there-are-legit-reasons-to-not-encrypt-free-
calls/?&web_view=true

Stalkerware sees all, and US laws haven't stopped its spread
https://www.cnet.com/news/stalkerware-goes-unchecked-by-us-law-enforcement-and-legal-system/?&web view=true
Data Dumping by Ransomware Operators: Where and How do They Leak?
https://cyware.com/news/data-dumping-by-ransomware-operators-where-and-how-do-they-leak-9ed088ef
University After University, NetWalker Operators on a Ransomware Attack Spree
https://cyware.com/news/university-after-university-netwalker-operators-on-a-ransomware-attack-spree-be7 1525

A Country in Crisis: Data Privacy in the US
https://www.infosecurity-magazine.com/blogs/a-country-in-crisis-data-privacy?&web_view=true

Coinsquare CEO confirms client data was stolen by a former employee after report of SIM swap threat
https://finance.yahoo.com/news/coinsquare-ceo-confirms-client-data-204213774.html|?&web _view=true

Maze Ransomware leaks files of ST Engineering group
https://securityaffairs.co/wordpress/104351/cyber-crime/st-engineering-maze-ransomware.html?&web _view=true
Hackers targeted the UK's coronavirus vaccine research
https://www.engadget.com/hackers-target-uk-nhs-research-centers-190009137.htmi?&web _view=true

Fitness Depot hit by data breach after ISP fails to ‘activate the antivirus’
https://www.bleepingcomputer.com/news/security/fithess-depot-hit-by-data-breach-after-isp-fails-to-activate-the-
antivirus/?&web_view=true

New Cyber Operation Targets Italy: Digging Into the Netwire Attack Chain
https://securityaffairs.co/wordpress/104356/malware/netwire-attack-chain.html?&web view=true

Elite Wellington school employee charged over $331k fraud
https://www.stuff.co.nz/national/crime/121734281/elite-wellington-school-employee-charged-over-331k-fraud

OVER 13,500 VIVO SMARTPHONES FOUND RUNNING SAME IMEI, FRAUD CASE FILED AGAINST
COMPANY!
https://www.gizchina.com/2020/06/05/over-13500-vivo-smartphones-found-running-same-imei-in-india-fraud-case-filed-
against-company/

Hackers Target Fincantieri’s Norwegian Unit With Ransomware
https://www.bloombergquint.com/business/hackers-target-fincantieri-s-norwegian-unit-with-ransomware

Data breaches and malicious attacks soar despite US$124bn spent on security
https://www.scmagazineuk.com/data-breaches-malicious-attacks-soar-despite-us124bn-spent-security/article/1685137
Kupidon is the latest ransomware targeting your data
https://www.bleepingcomputer.com/news/security/kupidon-is-the-latest-ransomware-targeting-your-data/

Windows 10 SMBGhost bug gets public proof-of-concept RCE exploit
https://www.bleepingcomputer.com/news/security/windows-10-smbghost-bug-gets-public-proof-of-concept-rce-exploit/
US aerospace services provider breached by Maze Ransomware
https://www.bleepingcomputer.com/news/security/us-aerospace-services-provider-breached-by-maze-ransomware/
Spear-Phishing Campaign Hits Developer Collaboration System Users
https://www.darkreading.com/application-security/spear-phishing-campaign-hits-developer-collaboration-system-users-
/d/d-id/1338012

Local, State Governments Face Cybersecurity Crisis
https://www.darkreading.com/attacks-breaches/local-state-governments-face-cybersecurity-crisis/d/d-id/1338010
Florida Student Discovers Flaws in Leading Doorbell Security Cameras
https://www.infosecurity-magazine.com/news/flaws-in-leading-doorbell-security/

High-Profile Data Thefts Shine Spotlight on Dark Web
https://securityboulevard.com/2020/06/high-profile-data-thefts-shine-spotlight-on-dark-web/

Who’s DDoSing Anti-Racism Groups?
https://securityboulevard.com/2020/06/whos-ddosing-anti-racism-groups/

Electrolux, Others Conned Out of Big Money by BEC Scammer
https://threatpost.com/electrolux-conned-money-bec-scammer/156359/

FTC Slams Children’s App Developer for COPPA Violations
https://threatpost.com/ftc-childrens-app-developer-coppa-violations/156355/

© PROFiT 2020 CoviD-19 OPEN SOURCE DATA



10

How secure is your phone’s lock screen?
https://www.welivesecurity.com/2020/06/05/how-secure-is-your-phone-lock-screen/
[End]

The contents of this report are all taken from 3" party sources and PROFiT does not endorse or
warrant the information as being accurate or correct. The sources referred to are either well known

specialist IT industry websites or general press websites however we cannot guarantee the links or
websites as being malware free.

PROFIT is the working name of Prevention of Fraud in Travel Ltd a Company registered in England number
08059895. VAT number 29475664
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