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Procurement Fraud Investigation



‘Welcome!’

▶ Who has experience of 
Procurement

▶ Who has experience of fraud -
personal or professional

▶ What are your expectations 
from today?

▶ What is your understanding of 
Procurement?
▶ Who owns and where does 

Procurement sit in your 
organisation



‘What is Procurement*?’ 

The buying of goods and services that enable an organisation to 
operate in a profitable and ethical manner.

Responsibilities vary from sourcing raw materials and services to 
managing contracts and relationships with suppliers.

Procurement is often responsible for up to 70% of companies' 
revenue, so small reductions in costs can have a huge impact on 
profits.

* Courtesy of CIPS Website



What is the Procurement Cycle?



The FPP procurement cycle

1. Identify the 
REQUIREMENT

2. Identify and 
conduct in-depth 
discussions with 

Key Stakeholders

3. Identify all 
areas of Risk

4, Develop a 
concise business 

case including 
budgetary sign off

5. Develop tender 
docs stating 

specific 
evaluation 

criteria

6. Potential 
Supplier 

Evaluation 
against your 
criteria – Gap 

Analysis

7. Thorough Due 
Diligence on all 

Suppliers

8. Evaluate and 
award the 

contract against 
Award Criteria

9.Effective 
Contract & Supply 

Relationship 
Management

10. Work with 
suppliers to 

leverage 
innovations

11. Review Exit 
Plan and 

Procurement 
Strategy

Often it is the business 
that identifies the 

requirement without 
the Early Procurement 

Involvement (EPI)

Having the right 
people in the room (ie

- Budget Approver)

Refer to your 
organisations Risk 

Register (If there isn’t 
one that reflects 

Procurement) build the 
requirement to cover  

ownership of Risk

Too many projects 
waste resources 

through not following 
the compliant route.

Critical for the later 
award stage – Legal 

scrutiny and challenge

Critical shortlisting of 
Potential suppliers (5 

Rights)

Negative News 
Search

Financial Healthcheck
OFAC/ Sanctions List

COI/DOI…etc

Scoring of all elements 
against the agreed 

pre-weighted criteria 
and financial / 

Designated Levels of 
Authority (DLA) sign 

off.

On-going Performance 
Measurement.

Critical that 
Procurement 

maintains appropriate 
level of involvement 

post award.

Supplier Relationship 
Management
Continuous 

Improvement (Kaizen)

Within any contract life 
cycle the longer term 
procurement strategy 

may evolve.
Exit plan – Personal 

Data?

1. Identify the Requirement
2. Identify and conduct in-depth discussions with         
Key Stakeholders
3. Identify all areas of Risk
4. Develop a concise business case 
including budgetary sign off

6. Potential Supplier Evaluation 
against your criteria – Gap Analysis

5. Develop tender docs stating specific 
evaluation criteria

7. Thorough Due Diligence on all 
Suppliers
8. Evaluate and award the contract 
against Award Criteria
9.Effective Contract & Supply 
Relationship Management
10. Work with suppliers to leverage 
innovations
11. Review Exit Plan and 
Procurement Strategy

At every 
stage there 

is a 
potential 
of Risk!



Quick Question?

A. Chartered Institute of 
Procurement & Supply 
(CIPS)

B. The Prime Minister

C. London Fraud Forum D. Crown Commercial 
Service (CCS)

Good luck

You cannot phone anyone

There is no 50:50

You can confer 

In the UK, who is responsible for the legal 
framework for public sector procurement and 
leads on the development and implementation 
of procurement policies for government?



Procurement – Legislation
In the UK, the Crown Commercial Service (CCS) is responsible for the legal 
framework for public sector procurement and leads on the development 
and implementation of procurement policies for government.

In UK Law there is no legal definition of procurement fraud. (source: CIPFA)

EU Procurement Directives

o Public Sector: Directive 2014/24/EU

o Concessions: Directive 2014/23/EU

o Utilities: Directive 2014/25/EU

o Additionally, the UK domestic and EU Law is subject to the World Trade 
Organisation (WTO) Government Procurement Agreement (GPA)

o The legal framework for procurement in the UK is led by EU Law. UK and 
EU procurement and related directives are considered one and the same. 
(whilst the UK remains an EU member state)



What is Corporate Governance?

“Corporate governance is the collection of mechanisms, processes and 
relations by which corporations are controlled and directed.” (source Greg Shailer)

FPP recognise 5 pillars of Governance

1. Accountability
2. Leadership
3. Transparency
4. Assurance
5. Responsibility

ALTAR

Governance, Controls and Risk



ALTAR… (not exhaustive)
Accountability

Do you have a Conflict of Interest / Declaration of Interest policy?

Do you have a division of duty policy?

Leadership

“Tone from the Top” - Does your CEO promote a “zero tolerance” approach?

Transparency

Do you have whistleblowing policy?

Do you have ABC and AML policies?

Do you have a Fraud Awareness training programme?

Assurance

Do you have an in-house compliance/audit/investigative division? - are they independent to the 
procurement function… Do they understand procurement?

Do you have a risk register? - Dynamic or static? Review periods?

Do you have a Fraud risk register or carry out Fraud risk assessments?

Responsibility

Do you have ethical policies? – Corporate Social Responsibility (CSR), Modern Day Slavery, etc



PKF Littlejohn LLP

The Insider Threat
There is no one size fits all definition of what constitutes an insider threat

Threats can come from people within the organisation, such as:

• Employees

• Former employees and contractors

• Anyone who possesses information concerning an organisation's control mechanisms.

Malicious 
Insiders

People who take 
advantage of their 
position to cause 
harm to an 
organisation, 
usually for personal 
gain. 

Negligent 
Insiders

People who make 
errors, circumvent 
controls and 
disregard policies, 
which place their 
organisations at 
risk. 

Infiltrators

External ‘actors’ that 
obtain legitimate 
access to credentials 
without authorisation 
and use them to 
exploit the 
organisation and/or 
its clients.
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Procurement Fraud Risks

Bribery
Blackmail

Bid rigging
Forgery
Collusion
KPI/SLA

Cover Pricing
(aka Breakfast 
Club)

Ghosts of Industry
Employees
Invoices
Deliveries / Materials
Services

Shell Company
False accounting

Theft Conspiracy Business Email 
Compromise (BEC)
Mandate fraud
Identity theft
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Fraud Risk Management
Principle 1

As part of a 
governance 
structure, a 
Fraud risk 
management 
program should 
be in place, 
including 
policies to 
convey the 
expectations of 
the board of 
directors and 
senior 
management 
regarding 
managing fraud 
risk

Principle 2

Fraud risk 
exposure 
should be 
assessed 
periodically 
by the 
company to 
identify 
specific 
potential 
themes and 
events that 
the company 
needs to 
mitigate

Principle 3

Prevention 
techniques 
to avoid key 
fraud risk 
events should 
be 
established, 
where 
feasible, to 
mitigate 
possible 
impacts on 
the company

Principle 4

Detection 
techniques 
should be 
established 
to uncover 
fraud events 
when 
preventative 
measures fail 
or 
unmitigated 
risks are 
realised

Principle 5

A Reporting 
process 
should be in 
place to allow 
for a 
coordinated 
approach to 
investigative 
and 
corrective 
action
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Anti-corruption & the Procurement Governance Standard

• Anti Corruption Red Flag Checklist for all potential new suppliers and 
one per year for all current critical (Tier 1/ material outsource) vendors.

• Any personal interest (COI) (From the very Top) – Declare immediately

• A personal financial interest (DOI) - Internal and External (Grandfather 
Principle) – Obtain authorisation

• Gifts and Entertainments Register – Accepted and Rejected

• Improper business practice proposed by a supplier and also by a buyer –
Reject and Report.

• Use of Procurement specific (YoY) Data Analytics – It tells a big story.

Red Flags are now moving – which means the 
opportunity for Procurement Fraud moves with 
it!!! 



PKF Littlejohn LLP

Bribery and Corruption

Bribery
• means giving or receiving an unearned reward to influence someone's

behaviour. One common form of bribery is a "kickback" - an unearned reward
following favourable treatment. Both are corrupt.

Corruption

• is any unlawful or improper behaviour that seeks to gain an advantage
through illegitimate means. Bribery, abuse of power, extortion, fraud,
deception, collusion, cartels, embezzlement and money laundering are all
forms of corruption.

In the UK, this whole area is covered under The Bribery Act 2010

Is the Bribery Act 2010 addressed in your organisations contracts?
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Bribery and Corruption

Bribery Act 2010

Main areas of concern in procurement?

Sections:

1. Giving a bribe

2. Accepting a bribe

6. Bribing a foreign public official

7. Failure of your organisation to prevent bribery

Penalties:

1, 2 & 6 - Maximum of 10 years imprisonment and an unlimited fine

7 - Unlimited fine
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Due Diligence 
Institutionalised as one of the six key principles of the Bribery Act of 2010.

• Under principle 4 of the Bribery Act, every firm should have DD policies and
procedures which should cover their organisation, operations processes, supply
chain and relationships with its partners.

• The purpose of the inclusion of a due diligence principle in the Bribery Act is to put
procedures in place that will help organisations to prevent bribery committed under
its name or on its behalf (CIPS: Diligent Procurement).

Think about your own organisation for a moment and consider the following:

• Who does DD in your organisation? 

• What does it look like?  

• Do they have the skills to carry out this function?

• Does it appear to be a “tick box” exercise and not a critical examination of 
capacity, ability, sustainability and truthfulness?

• Would early, effective & critical DD be the key to preventing issues arising?



And finally – The $1M question?

A. Walt Disney B. Trotters Independent 
Traders

C. Guardians of the Galaxy D. The Forensic Procurement 
Partnership (FPP) and PKF 
Littlejohn (PKF)

Good luck

You cannot phone anyone

There is no 50:50

You can confer 

To better understand how to prevent 
Procurement Fraud through the Procurement 
Function within your organisation – Who are the 
best companies out there to partner with to 
assist you with their Procurement Health check?



Thank you – Any questions?
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This seminar and the accompanying handouts cover topics only in general terms and are intended to give a wide audience an outline understanding 
of issues relating to accounting applicable to entities in general, and therefore cannot be relied upon to cover specific situations; applications of the 
principles would depend on the particular circumstances involved. Furthermore, responses given in the seminar to questions are only based on an 
outline understanding of the facts and circumstances of the cases and therefore do not form an appropriate substitute for considered specific advice 
tailored to your circumstances. We recommend that you obtain professional advice before acting, or refraining from acting, on any of the contents. 
We would be pleased to advise you on the application of the principles demonstrated at the seminar, or on any other matters, to your specific 
circumstances, but in the absence of such specific advice, we cannot be responsible or held liable.
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